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1. MOTIVATION 3. GLOBAL UNDERSTANDING

The Problem

Deepfake detectors usually say only:
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Our Goal

Create trustworthy explanations for deepfake
detectors by uncovering:

1. which concepts, detectors learn
2. where these concepts appear
3. and how they affect decision

2. METHOD OVERVIEW

Post-hoc Concept Extraction with EDDP
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Input Facial Image

Pretrained Deepfake
Detector (XceptionNet)

EDDP Analyzes Internal
Latent Representation

Extraction of Interpretable
Concepts
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Concept Identification

To ground concepts into human semantics we perform

RCAV analysis

loU analysis for face - concept overlap
Dataset distribution analysis

Manual visual inspection

Concept Examples

c0: real-skin | RCAV real score: 0.88 | RCAV fake score: -0.28

c4: fake-forehead | RCAV re.
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al score: -0.14 | RCAV fake score: 0.17
real-nose | RCAV real score: 0.96 | RCAV fake score: -0.35
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4. CONCEPT FAITHFULNESS ASSESSMENT

Concept-Transfer Accuracy

87.34%

Correcting Misclassified Samples

99.8%

5. LOCAL EXPLANATIONS

Concept Presence Maps & Concept Contribution Maps

e Concept Presence Maps show where each concept is active on a sample image
e Concept Contribution Maps show pixel contributions to the output prediction

Logit Decomposition based on Concept Contribution Maps

Local Concept Contributions. GT-Class: Fake / Prediction-Class: Fake
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6. COUNTERFACTUAL ANALYSIS

Intervention Methodology

We have access to the concept directions and therefore we can intervene on them based on
desired target class. The intervention operations we can perform are

e Addition of concepts associated with the target class
® Removal of concepts associated with the opposing target class
® No intervention if concept is already present (or absent) based on target class

Single Sample Intervention Trace

We perform a series of interventions and successfully flip the prediction from fake to real

Logits across interventions
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Interventions

7. SUMMARY

In summary our contributions are the following:

First post-hoc concept-based XAl application for deepfake detection
Global concept explanations & understanding

Faithfulness explanations

Local concept based explanations

Counterfactual analysis and intervention mechanism
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