
Figure 1. Generalizability refers to the identified facial regions being 

relevant to a broader range of images.

Figure 2. Transferability refers to the successful reuse of key facial

regions from a source model to influence a target model.
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Most explainability (XAI) methods for facial recognition provide pairwise

explanations, highlighting why two specific images match.

Privacy-oriented applications, such as face de-identification, however,

need to identify regions critical to an individual’s identity across multiple

images. This calls for XAI methods that generalize and transfer.

We select salient regions for each individual and measure their impact

on verification across multiple images of that person, rather than on a

specific image pair. We optimize hyperparameters: layers and loss

functions for gradient-based techniques.

Introduction Experimental Setup

Generalizability:

• Grad-CAM++ is the only method that reliably highlights identity-

critical regions.

• LayerCAM, S-RISE, and CorrRISE mainly target areas with 

negligible impact on recognition.

• XAI techniques are proving less effective for facial recognition

models trained on synthetic data.

• Occlusion type has a minor impact on the generalizability 

evaluation.

Transferability:

• Strong cross-model transferability of the most relevant areas.

• Black-box attacks can be more successful than white-box settings.

• Models trained on synthetic data are equally exposed to the 

transferability as their traditional counterparts.

Hyperparameter optimization:

• Grad-CAM and Grad-CAM++ are typically the most effective when 

the second-to-last layer is used. The last layer, the most common 

choice for these techniques, is a close second.

• Layer choice has a negligible influence on LayerCAM.

• We identify cosine similarity as the best loss function for LayerCAM. 

In most cases, ArcFace with a 0.2-0.3 margin worked the best for 

Grad-CAM and Grad-CAM++.
A

Key Findings

The majority of methods designed for pairwise explanations

cannot capture the identity-level consistency required for

generalizable explanations, whereas Grad-CAM++ is the only

method whose highlighted regions remain predictive of recognition

performance across identities and models.

We observe strong cross-model transferability of the identified

regions, a property particularly valuable for models trained on

synthetic data, where XAI methods tend to underperform.
a
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Transferability Results - generalizability

Table 1. Average recognition accuracy per technique across

datasets using 1% black pixel occlusions

.

Results - transferability

Table 2. Activation mapping transferability of Grad-CAM++

against black pixel occlusion in CPLFW. Lower values indicate

stronger transferability. Values below 0.5 are in bold.

Models: 7 pretrained CNNs (variants of IResNet [1] and FaceNet [2])

Evaluation datasets: LFW, CALFW, CPLFW

XAI techniques: gradient-based (LayerCAM [3], Grad-CAM [4], Grad-CAM++ [5]) and perturbation-based (S-RISE [6], CorrRISE [7])

Pixel occlusion types: black, white, random, mean, and blur
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